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Estimation of randomity of generators of keys
of the crypto system

The aim of the study is to develop an algorithm for constructing an integer random variable representing
random components of the keys of the RSA cryptosystem, and determining the table for the distribution
of its probabilities. The constructed random variable can be used to estimate the hypothesis that a given
generator generates its values with the same probability with which a random variable takes these values.
A hypothesis testing algorithm is provided, which is accompanied by a calculation table for a uniformly
distributed random variable that takes primes from a given half-open interval.
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Introduction

To ensure that the practical stability of the cryptosystem is consistent with its theoretical stability, it is
necessary to fulfill all the requirements for using this cryptosystem. The most important requirement is the
requirement of generating by generator keys with a frequency corresponding to the calculated probability.
If the random elements and groups of interrelated random elements can be represented as the corresponding
discrete random variables and their probability distribution can be determined, then it is possible to evaluate
the hypothesis on the feasibility of requirements for the correctness of operation to this generator. In this paper,
we propose an algorithm for constructing a random variable representing interrelated elements p,q,a of key
of cipher RSA, where p,q are prime numbers, a is mutually prime with the numbers (p — 1)(¢ — 1). The
second part provides an algorithm for testing the hypothesis that this generator generates its values with a
frequency that tends in probability to the probabilities of the corresponding values of a given random variable
with unlimited increase in the number of output values (generation of keys by generator with a frequency which
corresponds to the calculated probability). The algorithm is accompanied by a calculation table for verifying
the above hypothesis for several generators, generating prime numbers from a given half-interval and for a
uniformly distributed random variable, taking the prime values from this half-interval. Note that the uniform
distribution of a random variable has not values when evaluating a hypothesis. Note also that the random
variable constructed in this work for the RSA cipher is not uniformly distributed, while this requirement is the
main one in the works [1, 2.

1 Algorithm for constructing a random variable

Let p,q be random prime numbers from the integer half-interval & = (0,G], a is a random number,
1 < a < ¢(pg), mutually prime number with ¢(pg) = (p — 1)(¢ — 1), ie. (a,p(pq)) = 1. Three random
numbers p, ¢, a are random elements that generate the key k(p, ¢, a) of the cipher RSA. These random numbers
are dependent: the choice of p implies the elimination of p from the set of values for ¢; the choice of p,q
determines the possible values and the corresponding probabilities for a. We construct a discrete random
variable £(p,q,a) such that the probability P(p,q,a) = P(&(p,q,a))(*). Since in each key k(p,q,a) of the
cipher RSA the following inequality holds p # ¢, and also the following equality holds k(p,q,a) = k(q,p, a),
it suffices to define £(p,q,a) with the condition (*) for p < ¢g. Further £(p,q,a) must be one-to-one because
a partition on a probability space of triples (p,q,a) must correspond to a partition on the number axis and
vice versa.

Proposition. Let &(p, q,a) = pga® be prime numbers , where p,q and p < ¢ < G, a < p(pq), (a,0(p,q)) = 1.
Then the function ¢ is one-to-one.

Proof. Let (p,q,a) # (p1,q1,a1). Case 1. Let (p,q) = (p1,q1). Then a # a; and hence pga® # piqra?.
Case 2.1. Let (p,q) # (p1,q1),p # p1,q4 # 1. Then pg# piqi and let pg < p1q;. We assume pga? = p1qia3,
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then piqi]a®, from here pigqila. But a < pg < piq1 and hence a = 0, contradiction. Case 2.2. Let
(p.@) # (p1,q¢1), p=p1,9# . We assume pga® = p1grai, then ga® = qra?, hence glaj and ¢?|af. Let k
be such that ¢*|a?, and ¢***V ta2, then ¢***'a? u ?*#+V|a?. From here ¢***Y|a?. Contradiction.
As the case 2.2, the case 2.3 is considered (p,q) # (p1,¢1),P # P1,9 = ¢1. Proposition is proved.

Description of the algorithm

Let 7 be the number of primes in the half-interval &. The algorithm consists of m — 1 stages, there
are exactly so many primes p € &, for which there exists ¢ € & such that p < ¢q. At each stage i the
probability P(p;) of choice for i-th prime number p; is determined, it equals to ﬁ, and 7 —+¢ is number
of sub-stages. That is on the i-th stage m — i of sub-stages are fulfilled to determine the probabilities of the
choice of numbers of the form p;q, where p; < ¢q. For i-th prime number p; there are exactly m — i
prime numbers ¢, for which p; < ¢. Then, at each sub-stage of the stage ¢ we define ¢ and probabilities
Ppiq) = Wl(‘"*l) (see Fig. 1). Further, at each sub-stage of the stage ¢ with a certain number p;q,

©?(piq) steps are taken, that complete the calculation of probabilities P(¢ = p;qa?) = C

1
7—1)(m—i)p2(piq)’ where

a€ Mg, Mpg= {a:1<a<piq,(a,p(piq) =1}
p [Pl ] 4 P(a) pg P(pq) ©(pq) ©*(pq) P(a?), a € Mpq | P(pga?), a € Mpq
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Figure 1. Calculation of the probability for distribution &

Thus, a discrete probability distribution for a random variable £(p, ¢, a) = pga® will be determined. On the
Figure 2 application of the algorithm for G = 10 is considered.

p [P [a [P@] pe [Plpg) [plpa) | a:a€ My [a®:a€ Mpg| P(a?) pga® : a € Mpq P(pqa?)

1 1 1 1

2 : 3] 3 6 3 2 1 1 1 6 3

50 1 |10 1 4 1,3 1,9 1 10-1,10-9 L

3 9 2 10,90 (1.4) 18

70 1 1| 1 6 1,5 1,25 L 14-1,14-25 1

3 9 2 14, 350 (1.5) 18

1 1 1 1 15-1,15-9,15-25,15-49 1

3 3 510 2 15 3 8 1,3,5,7 1,9,25,49 3 =
15,135,375,735  (1.6)

71 1 o1 | 1 12 1,5,7,11 1,2549,121 | % 21-1,21-25,21-49,21 - 121 L

2 6 4 21,525,1029,2541 (1.7) 24

5 1 7 1 35 1 o4 | L5,7,11,13,17, | 1,25,49,121, 1 35-1,35 - 25,35 - 49,35 - 121, 1

3 3 19,23 169,289 8 35-169,35-289,35-361,35-529 24
361,529 35,875,1715,4235,5915, (1.8)

10115,12635,18515

Figure 2. Calculation of the probability distribution &, n = 10

On the Figure 3 a discrete probability distribution function is given, the calculation of which is given on
the Figure 2.

12111 1111 1 111 1 1 1 11 1 1 1 1
9 18 18 24 24 24 18 24 18 24 24 24 24 24 24 24 24 24 24 24 24
6 10 14 15 21 35 90 135 350 375 525 735 875 1029 1715 2541 4235 5915 10115 12635 18515

Figure 3. Probability distributions £, n = 10

Cepusi «Maremaruka». Ne 1(89)/2018

29



M.T. Jenaliyev, A.T. Nurtazin, Z.G. Khisamiev

The first line in Figure 3 is the probabilities of values of a random variable £(p, ¢,a) = pga?, located in the
second line.

2 Evaluation of the generator

Suppose that for a random discrete quantity &, whose values lie in the half-interval & = (0, G|, the probability
of acceptance of each of its values is known. Let Q be sample of size Dim{Q} of generator § for numbers from
domain of values for £.

Hypothesis H : § generates values with frequencies tending in probability to the probabilities of the
corresponding values of the random variable &, with an unlimited increase in size Dim{Q2} of sample Q.

Checking algorithm H .

1. Run random choice of size for sample Dim{}, 100 < Dim{Q} and number of partitions r, 2 < r < 100.

2. Run random partition &, of the half-interval & by a random choice r —2 of points in
&:6,.=(g(1)=0,9(1),...,9(r—1),9(r) = &, where g(1) < g(2) < ... < g(r — 1) < g(r).

3. Create an array of frequencies Freq{Q,} = (Freq{€,}[1],....,Freq{Q,}[r]), where Freq{,}[i] is the
number of prime numbers in the sample  that fall into the half-interval (g(i),g(¢ +1)],i=1,....,7 — 1.

4. Create an array of probabilities P&, = (P&, [1], ..., P&-[r — 1]), where P&, [i] is the probability of falling &
into the half-interval (g(é),g(i +1)],i=1,...,7 — 1.

r—1_ Freq{O7}[i]
=1 Dim{Q} - PE, 1]

6. Test the hypothesis H. If for a random variable x? with 7 — 2 degrees of freedom the probability
Pz(r) = P(x? > x*(Freq{€,}), then there is reason to reject the hypothesis H. Since it is considered unlikely
in one test to obtain an event whose probability is less than 5%. End of algorithm.

Note that the number r is recommended to be taken in such a way that one of the conditions:
i) x2 > x%(Freq{Q,} > 10 ; ii) Freq{Q[i]} > 10,4 = 1,...,r — 1 is satisfied. The conditions (i), (ii) are necessary
for the practical application of the y2-Pearson criterion [3]. Repeated application of this algorithm to evaluate
this generator with similar data may strengthen or weaken the grounds for rejecting the hypothesis.

5. Compute value x? for the array Freq{Q,} : x*(Freq{Q,}) =>_

8 Examples of estimates of prime numbers generators
Let the uniformly distributed discrete random variable ¢ takes as values all prime numbers in the half-
G
interval & = (0, G| with probability P(£ = p) = [ %dz, (asymptotic formula for the number of primes in the

2
interval &) [4]. Let © be sample of size Dim{Q} for generator § of primes in the interval & . Let us check the
following hypothesis H. H: § generates every prime number p € & with probability P({ = p). Figure 4 shows
the results of the implementation of the algorithm for estimating 5 generators of prime numbers:

G | r | Dim A Type 4] Pe(r) H
Generator of Maple 13: < 2.343 >70% Do not reioct
103 100 Random selection of prime numbers — 2 > 1.649 < 80 J
Ali] = { random prime numbers, if 7 odd < 11.668 < 5% Rather Reject
Ppio, if 1 even > 9.488 > 2%
Generator of Maple 13: > 2.195 >50% Do not
10 100 Random selection (?f prime numbgrg -Q < 3.357 <70 reject
Ali] = { random prime numbers, if ¢ odd < 18.465 <01% Ra‘?her
P10.t/2, 1 EVEN Reject
Generator of Maple 13: > 2.195 >50% Do not
10° 100 Random selection (?f prime numbgrs. -Q < 3.357 <70 reject
Ali] = { random prime numbers, if ¢ odd < 18.465 <01% Ra‘?her
P1o2.¢/2, 4f 1 even Reject
Generator of Maple 13: > 2.343 >80% Do not
106 100 Random selection c?f prime numbgrg -Q > 1.610 <90 reject
Ali] = { random prime numbers, if ¢ odd < 20.517 <01% Rat.her
P103.¢/2, 4f 1 even Reject
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Figure 4. Test of hypothesis
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Evaluation of the generators is performed as follows. For the generator Maple 13, which has generated a
sample Q , value x?(Freq{2,}) falls into the next half-interval, the boundaries of which are determined from the
table of values of the random variable x2, Figure 5: 1.649 < x?(Freq{Q,}) = 1,8597.. < 2.195,r = 6, Figure 4.
According to the table in [3] for the distribution function of a random variable x? with r — 2 = 4 degrees of
freedom, accidental hit of values x? into the interval [1.859..,00) is probably more than 80 % and less than in
90 % cases, Figure 4. Therefore, the hypothesis H is not rejected.

This study is supported by grants No. AP05130928, AP05132262.
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M.T. ?Kuenasmer, A. T. Hyprazun, 3.I'. Xucamuen

Kpunroxyiie kijTrepi reHepaTopJiapbIHbIH,
Ke3IeliCOK KacueTiH daraJiay

Ocbl 3eprreyain MakcaTbl RSA Kpunroxkyiie KUITTepi KypBLIATHIH KE3JEHCOK 3JeMEHTTEPIH Oimmiperin
OYTiH MOH/II Ke3ECOK MAaMaHbI YKacay >KOHE OHBIH, BIKTUMAJIIBIKTaAPBIH YIECTIPY KECTECIH aHBIKTAY VIIMiH
aJIropuTM/Ii KypacThIpy 605bin TabbLiaabl. KypacThIpblaraH Ke3AefICOK, aMaChIHbIH MOHIEPIHIH BIKTHUMAJI-
JBIKTapbl OepijireH reHepaTopabl OHJAENHTIH, COJI MOHJIEPIH BIKTUMAJIBIKTAPbIMEH Oipseit 60JIaTbIHbIH 00JI-
KaMmIaipl. ABTOpJIap ajfblH ajia GesIrIreH KapThliail apaJibIFbIHAAFbl YKall cangapabl KaObLIIAWTBIH,
OipKeJIKi yJrecTipijireH Ke3/eicok mraMa OoJiraH Kariaiiia, oCcbl DOJIKaMJIbl TEKCepyTre apHaJIFaH ecernTey
KEeCTeCiH KeJITipesi.

Kiam ceszdep: RSA-mmdp, Kiarrep, Ke3/eicok mamMa, »Kaif caH, bIKTUMAJIbIK, BIKTUMAJIILIKTaPIbl YJIeC-
Tipy.

M.T. JIxxenamumes, A.T. Hyprazun, 3.I'. Xucamuen

Onenka cBoiicTBa CIy4ailHOCTH T€HEepPaTOPOB KJTIOYEll KPUIITOCUCTEMbI

Ilenpro ucciaenoBanus sABjsIETCS pa3pabOTKa aJrOPUTMa IOCTPOEHUS IEJIOYUCJIEHHON CiIydaifHONl Beandu-
HBI, IIPEJICTABJISIIONIEH CIIyYaiiHbIe COCTABJISIIOIIIE 3JIEMEHTHI KiTtoueil kpunrocucrembl RSA | u onpeeenne
Tab/MITEl pacupeziesienus e€ BepostHOocTei. [locTpoennas ciaydalinas BeJIMYNHA UCIOJIb3YETCS IS OIEHKU
TUTIOTE3BI O TOM, UTO JAHHBII I'eHepaTOp BhIPAOATHIBAET CBOM 3HAUEHNUS C TAKOIl K€ BEPOATHOCTHIO, C KAKOM
CJIydaifHas BeJIMYUHA TPUHUMAET 9TU 3HadeHus. [IpuBeieH aJroputM mpoBepKYU TUIIOTE3bl, KOTOPBIH COMPO-
BOXKJIaeTCs TaOJIAIIEH PACIETOB MJIsI PABHOMEDPHO PACIPEIEeICHHONW CIYyJIalHON BEJINYUMWHBI, TPUHUMAIONIEH
IPOCTBIE YHC/Ia U3 33JaHHOIO IIOJIyUHTepBaJa.

Karouesvie crosa: RSA-mmdp, Kirroun, caydaiiHast BEJIMYNHA, TPOCTOE YUCIIO, BEPOSITHOCTD, PACIIPEIe/IeHIE
BEPOATHOCTEIR.
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